[NABA 2

MoTuBaLua K aTakam

Ceropist TexHosoruu Ha 6ase riyGOKIX HEHPOHHBIX CETEHl ysKe TIPOYHO BOIILIN
B HaIITy kusib. Harpumep, takie BUPTyaIbHble TOMOIIHIKH, Kak Amazon Alexa,
Apple Siri, Google Assistant u Microsoft Cortana, ucrosb3yroT Mozesu riaybo-
KOTO 0Oy4YeHUsT [IJisl MTOHUMAHUST PEYEBBIX ayMOMAHHBIX. MHOTHE alrOPUTMBbI
U151 oGectiede st U KOHTPOJIS CETEBBIX B3AUMO/IEMCTBUH (TaKUX KakK BeO-IOKCK)
OCHOBaHBI Ha TJTyOOKUX HEHPOHHBIX CETSIX [T PACIIO3HABAHUS TEX MaHHbBIX, KO-
TOPBIME OHH OLIEpUPYIOT. Moziesn rry6oKoro 00ydeH st Bee Jaiiie NCHOIb3YI0TCS
B 00J1aCTSIX IPUMEHEHMS C BBICOKUME TPEOOBAHUSME K G€30MACHOCTH, TAKMX KaK
ABTOHOMHBIE TPAHCIIOPTHBIE CPEJICTBA.

Muorue texnosorun Ha 6aze VI mosydaoT JaHHbIE HETIOCPEACTBEHHO W3
usnyeckoro Mupa (HarrpuMep, ¢ KaMep) WU UCIOIb3YIOT NMOPOBBIE TIPE-
CTaBJICHUS IAHHBIX, TIPeIHA3HAYEHHBIE [7IsI YeJIoBeKa (Harpumep, i300paskeHusl,
3arpysKaemMble Ha CAiThl COIUAJNBHBIX CETeit). ITO MOTEHIIUAIBHO MOXKET BECTU
K TIpobJieMaM, TIOCKOJIbKY ITPH 06paboTKe JaHHbBIX U3 HeHaeKHBIX HCTOYHUKOB
Jo0ast KOMITBIOTEPHAsI CUCTEMa CTAHOBUTCS YSI3BUMON K aTakaM. 3a Co3laHueM
BPEIOHOCHBIX BXO/[HBIX IAHHBIX, UCIOJIb3YIONINX 3TH YSI3BUMOCTH, MOTYT CTOSITh
caMble Pa3Hble MOTHBBI, 0O/THAKO UX MOKHO Pa3/IeJIuTh Ha CJIeAYIONe OCHOBHbIE
KaTeTOPUH.

Q Yknouenue. CokpbiTHE KOHTEHTA OT aBTOMAaTUYECKOTO IM(POBOTO aHATN3A.
[Tpumepsl cM. B paspenax «OQ6xox BeO-Guabrpos» Ha c. 39, «Kamydisax
[POTUB BUACOHAOMOAEHUSA> Ha C. 42 1 «JIuuHas KoHPUAEHI[UATbHOCTD
B lnrepnere» Ha c. 43.

U Bausinue. Bo3jelicTBrie Ha aBTOMATU3UPOBAHHbIE PENIEHUS JIJISI IOy YeHUST
JIMYHOH, KOMMePY€eCKOI MJTH OPraHU3aIlMOHHO BBITOAbL. [IprMepsl cM. B pas-
nene «Penyrarus B IHTepHeTe 1 yripasjeHue OpeHgioM» Ha ¢. 41.

Q /lesopuenmayus. Co3nanue xaoca ¢ 1eJIbI0 UCKPEUTHPOBATH U HAPYIIUTD
pabory opranusaruu. [Ipumeps! cM. B pasjenax «/lesopreHTranus aBTOHOMHBIX
TPAHCIIOPTHBIX CPEJICTB» Ha C. 44 U «YCTPOUCTBA C TOJIOCOBBIM yIIPABICHIEM>
Ha c. 46.
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B nammoii rmaBe mpuBeeHO HECKOIBKO TTPIMEPOB BO3MOKHOM MOTUBAITUH JIJIST
CO37aHus BPeJOHOCHBIX 00pa30B. DTO AaJEKO HE IIOJIHbBII CIIMCOK, HO OH AAeT
[PE/CTABIEHKE O XapaKTepe U PasHooOpasuu TUIIOB YTPO3.

06xop Be6-¢punbTpoB

CeroiHst OpraHU3aIly UCIIBITBIBAIOT BCe OOJIBIIYI0 HEOOXOMUMOCTD YIIPABJISITH
MOJIy9aeMbIM M3BHE BEO-KOHTEHTOM JIJist GJIOKMPOBAHUST KOHTEHTA, KOTOPbIil
MOJKET paccMaTpUBaThCsl KaK OCKOPOUTENbHBINA MU HENPUIMYHBIH. DTO 0CO-
GEHHO KacaeTcst KOMIAHWI — BJIaJIeJIbIIEB COIUATBHBIX CETEN U HJIEKTPOHHDBIX
TOProOBbIX IJIOIA/IOK, 6I/I3HeC-MO,ZIeJHJ KOTOPbBIX 3aBUCUT OT BHEITHUX JaHHbBIX.
KpOMe TOTO, MHOTHE KOMITaHUHN CBA3aHbl IIPABOBbIMU 065{3aT€JIbCTBaMI/I II0 OT-
CJIEKMBAHUIO OCKOPOUTENbHBIX MATEPUATIOB U HEIOMYIIEHUIO UX JaIbHEHIIEero
pacrpocTpaHeHUS.

OTU OPraHU3AIUY CTAIKUBAIOTCS CO CIOKHBIMU 33/[a4aMU, KOTOPBIE C KAXKIBIM
JTHEM YCTosKHA0TCS. OHU TIPOCTO HE MOTYT HAWTH I0OCTATOYHOE KOJTMYECTBO JIIO/IEH
JUIST TOTO, 9TOOBI OTCJIEKMBATH BCE JTaHHbIE, 3arPy’KaeMble Ha CaiiThl, ¢ HEOOXO-
JUMOI CKOPOCTBIO 1 OJI0KMPOBATh UX Ipu HeobxogumocTr. Ha caiitsl corcereit
€KeJIHEBHO 3arpysKAl0TCs MUJITAAP/IBI cooOtennil. VX comep:kanne He nMeeT
YETKOHN CTPYKTYPBI U TPYIHO MTOAAETCS (DUITBTPAIIII; OHU MOTYT COJIEPKaTh N30-
OpaskeHusl, 3ByKOBYI0, TEKCTOBYIO MH(MOPMAIIUIO ¢ TPYAHOYJIOBUMOII pasHUIeit
MESK/LY OCKOPOUTENHLHBIM U HEOCKOPOUTENbHBIM MJTH 3aKOHHBIM 1 HE3AKOHHBIM
KoHTeHTOM. OTCIeKUBATh M (PUIBTPOBATH ATOT KOHTEHT TI0 MEPE eTo 3aTPy3KH
Ha CaliT ¢ MpUBJIeYEeHUEM JIO/IeH TPOCTO HEBO3MOKHO.

OueBuIHOE PellieHIe — UCIOJIb30BaTh MHTEJIEKTYaIbHbIE MAIITHbI, KOTOPBIE ObI
OTCJIEKUBAJIN, (DUIIBTPOBAJIN WJIM KAaK MUHUMYM COPTUPOBAJIU JIaHHbIE, KAK 110-
Ka3aHo Ha puc. 2.1. B ocHOBe Takux peleHunii exat riryboKne HeiipOHHBIE CETH.
VX MOKHO HayuUTh PACIO3HABATh HMOIMOHAIBHYIO OKPACKY U OCKOPOJIeHNUs
B TEKCTE, OHM MOTYT KJIaCCU(DUIIMPOBATH COAEPKUMOE NU300paKeHUN U JaKe
OTIPE/IENISATD IeNCTBUS, BhITIoJHsIeMble Ha Buseo. Hanpumep, THC moxHO Ha-
YUUTh PACIIO3HABATH N300PaKEHUsI ¢ HAMEKaMK Ha yIoTpebJieHne HapKOTHKOB,
YTO MO3BOJIMT OTCOPTUPOBATD TaKHe N300PasKEHUS VIS UX JaJIbHENIIeld IPOBEPKU
YEeJIOBEKOM.

Korja or/iesibHbIi 110J1b30BaTEb WK TPYIIIA T0JIb30BATEIEN XOUET 3arPy3UTh
KOHTEHT, KOTOPbIil HE COOTBETCTBYET TTOJIUTHKE BeO-caiiTa, BO3HUKaeT HeOOXO0I1-
MOCTb 000 TH crcTeMY (DUIBTPAIIK WK OTCIEKMBAHUS TAKUM 00pa3oM, 4T0ObI
3arpy’KaeMblil KOHTEHT JOHOCUJI TTPeAHA3HAUYEHHYIO A JIfojielt nH(MOPMAaIIHIO.
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I[Ipu 5TOM OTC/IEKMBAOIIEH BEO-KOHTEHT OPraHU3aIiii TPEOYETCst OCTOSHHO TT0-
BBIIIATH TOYHOCTD AJITOPUTMOB, BBISIBJISTIOIINX OCKOPOUTETBHDBIH, HETTPUIUYHBIT
1 He3aKOHHBIN KOHTEHT, a TAKKe OCYIIECTBISATD ITePeXBAT BPEIOHOCHBIX BXOHBIX
JQHHBIX. 3JI0YMBINIEHHUKY Ke TPeOyeTcsl COBEPIIEHCTBOBATh BPEAOHOCHBII
Be6-KOHTEHT 10 Mepe YJIy4IIeH!s CUCTeMbl MOHMTOPUHTA, YTOObI M30eraTh pac-
MO3HAaBaHUsI MCKYCCTBEHHBIM MHTEJIEKTOM, 0OECTIeYrBasi JOHECEHWE TOTO JKe
CEMaHTUYECKOTIO 3HAYCHHUSI YEJIOBEKY.

CoobueHune:
M306paxeHne
yCneLHo
3arpy>xeHo

I

Calit coumanbHom ceTn Be6-noptan
Lindposoe Lindposoe HelipoHHOo- Jloruka
n3obpaxeHve n3obpaxeHune ceTeBast 3aKII0YUTENBHON
obpaboTka 06paboTku
TR TR
2, - -
 J 0 o S
MpenBaputensHas 06paboTka Mpeo6pasoBaHne BIXOAHbIX AaHHbIX

Puic. 2.1. V306paxenns, 3arpyxaemble Ha CailT coLuanbHoii ceTu, MOTyT NofBepraTbcs 06paboTke
1 MPOBEpKe MCKYCCTBEHHBIM UHTENNEKTOM Nepef UX 06aBNeHMeM Ha caiiT

3JI0YMBITIJIEHHUK MOKET MCII0JIB30BATh ellle OJuH 110Ax0/1. Ecim oboiiTu BeO-
huIBTp 3arpy30K HEBO3MOKHO, TTOYeMY ObI TOT/Ia TIPOCTO HE 3aChIIaTh €ro
MHOKECTBOM JaHHBIX, 06€CIIeYNBAIOIINX Ae30PUEHTAINIO U AOTOJHUTENbHbIE
pacxobl I opraHu3anuu, obecrneuynBaonieil samury? IIpuHuMaemMoe wc-
KYCCTBEHHBIM UHTEJLIEKTOM PEIIEHUE O TOM, CJIe/IyeT JIM CYUTATD 3arpysKaeMble
JIaHHbIE «OCKOPOUTETBHBIMI», 00BIYHO HE SIBJISIETCS MCKJIIOYUTENTbHO OMHAPHBIM.
IT0 cKopee OyJIeT CTaTUCTHYECKast OlleHKa BEPOSTHOCTU ¢ HEKOTOPBIM ITOPOTo-
BbIM 3HaueHreM. OpraHusaiuy 4acTo UCIOJIb3yIOT MOJIEPAIINIO YETIOBEKOM JIJIST
POBEPKU M300paKeHMiT MU JAHHBIX, OIEHKA KOTOPHIX OJIM3Ka K TOPOrOBOMY
sHayennio. [Toaromy renepanust GOJIBIIOrO KOJUYECTBA HEOMACHBIX JaHHbIX,
KJaccuUITUPyEMbIX UCKYCCTBEHHBIM MHTELIEKTOM KaK BO3MOJKHO OITacHbIE,
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HETAaTUBHO CKAKETCA Ha OIlEePATUBHBIX BO3ZMOKHOCTAX OpraHu3aliii 1 MOKET
CHU3UTDH CTEIIEHb YBEPEHHOCTU B TOYHOCTH PE3YJbTATOB, Bbl/IaBA€MbIX UCKYC-
CTBEHHDBIM MHTEJIJIEKTOM.

Eciv 4esioBeKy Tpy/IHO TOUYHO YCTaHOBUTD, n0YeMy JAHHbIE ObLIM OI[EHEHBI KaK
BO3MOKHO HapyIakoiye MoJuTHKY (IT0CKOJIbKY OHU BBITJISIIAT Kak HeollacHbIE),
TO GOJIBIION HAILIBIB IAHHBIX TOTPEOYeT OOJBIINX 3aTPAT BPEMEHH 1 YeioBeve-
CKHUX PECYPCOB — TI0 CYTH, ATO aTaKa THIA «OTKa3 B 00CTYKUBAHUT».

PenyTtauua B IHTepHeTe n ynpaBneHne 6peHaom

[TorCcKOBBIE CHCTEMBI MTPEACTABJISIOT COOO CIIOKHBIE AITOPUTMbI, KOTOPbIE
HE TOJIbKO PEIIAOT, KaKie Pe3yIbTaThl CIeyeT 0TOOPAa3uTh B OTBET Ha 3ampoc,
HATPUMep, «KOT Ha CKeTOOPIe», HO U OTPEIESIOT TOCIe0BATETBHOCTD ITHX
pe3ysbraToB. OUeBUIHO, YTO C KOMMEPUYECKON TOYKM 3PEHUs JIyYllle, eCJU pe-
3yJIBTAT HAXOAUTCSA B HaYaje CIucKa. B cuiry 9TOro KOMIAaHUT MOTUBUPOBAHBI
K TOMY, YTOOBI BBISICHUTD IPUHIIUI AHCTBUS a/ITOPUTMOB TIOMCKOBBIX CUCTEM
1 I00MTHCS TOTO, YTOOBI MX peKJIamMa 0ToOpaskaaach Ha TIEPBOii CTPAHUIIE TIOKC-
KoBoI cuctembl Google niu Bing u 6blia XOpoIiio 3aMeTHa TIPH ee pa3MelieHun
Ha BeO-cTpanuiax. Takast onmumusayus 6 nouckosvix cucmemax (search engine
optimization, SEQO), nim nmpocTo monckoBas onTHUMU3AINS, ABISAETCS CTaHAAPT-
HOT OTPACJIeBOI ITPAKTUKOI yiKe B TeueHue MHOruX JeT. SEO urpaer kirroueByio
POJIb B CTPATETUU NHTEPHET-MAPKETIHTA.

[TonckoBbIe CUCTEMBI MOTYT HCIOJIH30BATh CIIEIMATBHBIX POOOTOB JJIsT TPOCEN-
BaHUWA U MHACKCUPOBAaHUA CTPpAaHUIL 4JIA OTO6pa>KeHI/IH B pe3yJibTaTaX IIOMCKa Ha
ocHoBe HTML-MeTagaHHBIX CTPAHUIIBI, €€ BXOASIINX CChIIOK W COAEP;KUMOTO.
[TouckoBbie poOOTHI MPEACTABILAIOT COOON aBTOMATU3MPOBAHHBIE CHCTEMbI Ha
octoBe NN, paboraiomiue 6e3 BMenaTeibcTBa 4eioBeka. [I0cKobKy nHbopMarius
3aroJIOBKOB JIETKO ITOAAa€TCA N3MEHEHNIO, ITIOMCKOBbIE CUCTEMbI O6I)I‘-IHO 6OJII)HIB
TToJIaraloTCs Ha cofiepsknMoe. MHpekcaris Ha OCHOBE CO/IEPKIMOTO TaKIKe /ieJlaeT
BO3MOJKHBIM MTOUCK C UCITOTH30BAHNEM MeEHEE PACTIPOCTPAHEHHBIX KITIOUEBBIX
CJIOB, KOTOPbIE HE BCET/Ia BKIIOYAIOTCS B METa/[AHHBbIE.

XapaKTepI/ICTI/IKI/I CTpaHuIl, OCHOBaHHbIE Ha X COAEPIKNMOM, 0CcoOEeHHO nHTEpec-
HbI B KOHTEKCTE BPEAOHOCHDbIX O6paSOB. HOCKO]H)Ky 00HOBJIEHE 1/1306pa>1<eH1/1ﬁ
BeO-caliTa MOJKET IOBJIUATD Ha €I0 TIO3UIINIO B pE3YyJibTaTax IIOMCKOBOI CHUCTEMDI,
Y KOMITaHWH, >1<eﬂa10me1‘/’1 TOBBICUTDH BUIMMOCTD caliTa JJIA HGJI@BOI;)I AyUTOPpUH,
BO3HUKAET MOTHUB MCIIOJIb30BaThb BPE€/IOHOCHbIE NCKAKEHNA NJIN 3allJIaTKU JIJId
N3MEHEHUWA WJIN IMTOAKPEIVIEHUA KaTErOpun 1/1306pa>1<eH1/1y”1 6€e3 U3MeHeHN BOC-
HIpUATHUA UX YEJIOBEKOM.
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CymtectByet u 60Jiee 3Jl0HAMEPEHHBIN BaDUAHT aTaKU: CTPEMSICH TOA0PBATH
JI0BepHe K OPraHU3aluy WU OTACJbHOMY YeJOBEKY, 310yMbIIIJICHHUK MOKET
CTeHepUPOBAThH BPEIOHOCHBIE N300PaKEHNST, BEIyTIHeE K OMMOOYHOI aCCOTMAITU
00bEKTa aTaKK C YeM-TO BPEISIIMM €ro peryTaiuu. Tak, Hanpumep, BpeIoHOC-
Hble M300paskeHMs IMOKOIaHOTO GATOHYMKA MOTYT ObITh ONMIMOOYHO Kaaccudu-
IIMPOBAHbI MOUCKOBON CHCTEMOI KaK «sij1» W BKJIIOYEHBI B YUCJIO PE3YJIBTaTOB,
BbIJIaBa€MbIX TIPH MOUCKE M300paskeHn s110B. ake Takasi HestBHAST aCCOIIUATINST
MOJKET CEPhE3HO CKa3aThCsl Ha BOCIPUSATHN OPeH/Ia MOTPEOUTETISIMU.

Kamydnsax npoTuB BugeoHabniogeHus

Kamepbr BueoHabII0 i€ HISI TIOJTYYAIOT CBOU JaHHbIe U3 (GU3MIECKOTO MUPA,
4YTO 3aCTaBJISACT B3TJIAHYTb HA BPEJLOHOCHbBIEC BXO/HbIC JJAHHBIE C COBEPLUIEHHO
MHOM TOYKM 3PEHUSI 110 CPABHEHUIO C IPEAbIYIIMMU IpuMepamMu. B nannom
caryyae 1upoBOil KOHTEHT FeHepPUPYeTCsl Ha OCHOBE JIAHHBIX BOCIIPUHUMAIOIIETO
ycTpoiicTBa (KaMepsl ) ¥ He MOKET N3MEHAThCS TIOCTOPOHHUMMT JINTIAMH, KOTOPBIE
He SIBJISIIOTCS COTPY/THUKAMU OPraHu3aIim'.

Xots nudposbie faHHble BUAeOHA0M0Ae s (BUIE03aINCH WK HENOABUKHbBIE
KaJI[Pbl ) YACTO TIO-IIPEKHEMY OTCJICKMBAIOTCS JIFO/[bMHU, 9TA 33/1a4a CTAHOBUTCS BCE
GoJiee TPYTHOOCYIECTBUMOIT 13-32 BO3pACTaHusI 00 beMa HH(POPMAIIUH 1 3aTPaT
BpeMeHHU Ha ee 00paboTKy. B OOJIBITIMHCTBE C/IyYaeB JaHHbIE BHICOHAOIIONEHIIST
MOYKHO He OTCJIEKMBATh aKTUBHO B PEKMUME PEaTbHOTO BPEMEHH, a aHATN3H-
pOBaTh IO3/[HEE B MEJIEHHOM peskuMe (Kak, HaIpuMep, MPU pacciei0BaHuN
npecrymiernii). OpraHusaiuu Bee daiie TpuderainT K aBTOMaTH3MPOBAHHBIM
MEeTO/IaM OTCJIEKUBAHUSA UM K COPTHPOBKE MAHHBIX C KaMepP BHIEOHAOIOIEH ST
C MCII0JIb30BaHUEM TeXHOJI0ruii Ha 6ase VI, Hampumep, s aBTOMAaTUIECKOTO
pacrosHaBaHus B JAHHBIX BUAEOHAG IO HUST KOHKPETHBIX JIUI] UJIA TPAHCIIOPT-
HBIX CPEJICTB C BbIjIaYeil COOTBETCTBYIONTUX OITOBEIIEHUI.

He nysxHO MHOTO (haHTa3uu, 9T0OBI BOOOGPA3UTH CIIEHAPUH, B KOTOPHIX Y 3JI0-
YMBIIIJIEHHUKA MOJKET BOSHUKHYTh JKeJTlaHie 00XUTPUTD cuctemy. Llesib 3710y Mbiiir-
JIEHHUKA MOJKET COCTOSTH B TOM, YTOOBI CO3/IATh CBOETO POJIA «ILIAlll-HEBUANMKY >,
crocoOHbIN 0OManyTh VIV, He puBIeKast IMITHEr0 BHUMaHUsT yesioBeka. [Ipu atom
00BIYHO JOCTATOYHO IIPOCTO HE JOIMYCTUTh aKTUBAIMK (TeHepaliii ) UCKYCCTBEH-
HBIM MHTEJIJIEKTOM TPEBOKHOTO CHTHAJIA, BJIEKYIIETO 32 COOOM TIATENBHYTO ITPO-
BEPKY M300paskeH sl UJIH BUIE03aIICH YesioBeKOM. Harprmep, 310y MbITIIEHHUK
MOJKET [OCTapaThCsi 0OOMaHyTh CHCTEMY PaCIIO3HABAHUS JIUI B PEKUME PEATHHOTO

! O‘-IeBI/II[HO, YTO 9TO HE TaK B CJaydyae 6osee CEePbE3HBIX HapyHJeHHfI CHUCTEMbI 6630HaCHOCTI/I,

KOT/la ITOCTOPOHHME JINIA ITOJIy4YaloT JOCTYII K BHYTPEHHUM /IaHHBIM OpraHu3aliuu.
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BPEMEHH, HCTI0JIb3yeMyTo CJIyskO0i GezomacHocTr asporopra. TOYHO Tak ke He0-
IyIIeHNne PACTIO3HABAHS TTO/I03PUTENBHOI aKTHBHOCTH CHCTEMOI OOHAPY KEHMST
YIPO3 B PEKMME PEATHHOTO BPEMEHH [IA€T 3JI0YMBIIIJIEHHUKY GOJIbITIE BO3MOKHO-
cTell 1719 COBEPIIEHMS TPOTUBOIPABHBIX /ielicTBUIL. [Ipy paccMoTpenny JaHHbIX
HE B PEKUME PEaTbHOIO BPEMEHU MOJKET BBISIBUTBCS, 4TO KaMepbl BUIeOHA0TIO/Ie-
HUs 3aUKCUPOBATIHA MTH(HOPMAITNIO, OTHOCATIYIOCS K TIPECTYTIIIEHNIO, TAKYTO KaK
JIUTIA TTPECTYITHUKOB, HOMEPHBIE 3HAKU U T. /., KOTOPYIO MOKHO MCTIOJIb30BATD JIJIsT
TTOVCKa Ha OCHOBE CBUJICTETHCKUX MOKA3aHUH TIOCTIE COBEPINEHUS TPECTYTI/ICHIS.
CkpsiB a1y nHbopmanuio ot MU, npecTymHUK MOXKET CJIeJIaTh BbISIBJIEHHE TIPe-
CTYTIJIEHUS MeHee BEPOSITHBIM.

KoHeuHo, B 0OCHOBe TaKOTO 0OMaHa MOTYT JIEsKaTh HE TOJBKO KPUMUHAIbHbIE MO-
THUBBIL. B MUpe, T/e OTCIEsKMBAETCS BCE U BCs, JIIOAM CTPEMSITCS 3aKaMy(hJIUPOBATh
3aMeTHbIe 4epThl Jinia oT VIV, 4To6bI COXPaHUTD JINYHYI0 KOH(MUAECHIIHATBHOCTb.
[l moCcTKeHMST 9TOT 11eTH MOSKET UCIIOTb30BaThCs, B YaCTHOCTH, HEWTpaIbHast
OJIE7K 1A WJIK MAKMSIK, YTO TI03BOJIUT IIPUBECTH IIPABAOIOA0OHOE OTPULIAHIE [IPO-
TUB OOBUHEHUI B HAMEPEHHOM OOMaHe CUCTEMbI BUIEOHAOII0IeHNUsT, 00bSICHSIS
ee HelpaBUJIbHOE (hYHKIIMOHUPOBAHKE MTPOCTO Kak cOoil B padore'.

Cy1iecTByeT eliie OJJuH UHTEPECHBIN CIIeHAPUii: UTO, €CJIU 3JI0YMbBIILJIEHHUK
BHECET B peaJibHOM MUpe (pU3nuecKiie M3MeHeH!sl, KOTOPble He OYIyT Ka3aThCst
ONACHBIMU U BPEJOHOCHBIMHU /ISl YEJIOBEKA, HO 3aCTaBAT CUCTEMY BUAEOHAOIIO-
NEHUS TTOHATD JIOKHYIO TPEBOTY? ITO TTO3BOJUT 3JOYMBINIIIEHHUKY OTBJIETh
pecypchl OpraHu3aluy B JIOKHOM HAIlPABJIEHUH, YTOOBI COBEPIIUTH PealbHOe
[PECTyIIEHWE B KAKOM-JIMOO0 JIPYTOM MeCTe.

Nnynas koHpuaeHumanbHOCTb B IHTepHeTe

Mmuorue niatgopMbI COIUATBEHBIX CeTeH I YTy dIIeHIS B3AUMO/IEHCTBIS € TIOJTh-
30BaTeIeM U3BJIEKAIOT MHMOPMAIIMIO U3 3arpysKaeMbIX Ha CailT M300paskeHMil.
Tax, nanpumep, Facebook perysisipro usBjiekaer u uaeHTU(DUIPYET JHIa Ha
nzobpakeHusx 1y 60siee 9 HEKTUBHON PasMETKU U300pasKeHUN, BHIIIOTHEHUS
TTOVMICKA ¥ PACCBIITKA YBEIOMJICHUT.

OT1LITh JKe T0Th30BaTEh, JKETAIOTHH COXPAHUTD INIHYIO KOH(PUAEHITNATBHOCTB,
MOKeT M3MEHUTH N300paKeHUsT TAKUM 00pa3oM, 4ToObI 3aTPYAHUTH Paciio3Ha-
BaHUE JIUIL 71T UCTOTB3YIONET0OCs TIaT(hOPMOil NCKYCCTBEHHOTO MHTEJTIEKTA.
s kamydapoBanus auil oT VIV MOTyT BHOCUTBCS TaKie U3MeHEeHUs, KaK
HaJIOJKeHMe BPEeJOHOCHBIX 3aIlJIaTOK Ha KPail M300paskeHusl.

U Sharif et al. Accessorize to a Crime.
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[le3opueHTauna aBTOHOMHbBIX TPAHCMOPTHBIX CPEACTB

[IIupoko n3BecTHBIM TPUMEPOM HcTioJb30BaHuss U aBJsiioTCS aBTOHOMHbBIE
TPAHCIIOPTHbIE CPEICTBA, KOTOPBIE OTHOCSITCS K CUCTEMaM € BBICOKMMHU TPebo-
BaHUsIMK K Oe3omacHocTH. Takue TpaHCHOPTHBIE cpefcTBa (GYHKIMOHUPYIOT
B HEYTIOPSIZIOUEHHOM, HEOTPAHUYEHHOM U TIOCTOSTHHO MEHSIOIEeMCsT (PU3MIeCKOM
Mupe. YI3BUMOCTbD K BPEZIOHOCHBIM BXOHBIM JJAHHBIM MOKET ITPU 9TOM IIPUBECTH
K KaTacTpo(hUIeCKUM TIOCTEICTBUSIM.

ABTOHOMHBIMU MOTYT OBITh He TOJIBKO aBTOMOOMIN. CeroiHs aBTOHOMHOCTb I10-
Jiydaet Bce GoJiee MUPOKOe PacpocTpaHeH e Ha MOPE, B BO3/LYXe U TIO/] BOJIOIA.
ABTOHOMHBIE TPAHCTIOPTHBIE CPEICTBA TaKKe MCIOJIb3YIOTCS B OTPAHIMYEHHBIX
U 3aKPBITBIX OKPYKEHUSX, TAKIX KaK MMPOM3BOJICTBEHHbIE TIOMEIIEH S, 11 BbI-
TTOJTHEHWST OCHOBHBIX WJTH, BO3MOXKHO, OTIACHBIX 3a7a4. /{aske mpu Takom orpa-
HUYEHHOM OKPYKEHUU CYIIECTBYET PUCK MOJyIeHUSI C KaMePhl BPEZIOHOCHBIX
BXO/THBIX JAHHBIX, BHECEHHBIX COTPYAHUKOM OPTraHU3aIH (BHYTPEHHSS yTPO3a)
WJTH JIUTIOM, TIOJTYYMBIIIAM JIOCTYTI K paboveii 30He cucteMbl. B TO ke BpeMst He cJie-
ayeT 3a0bIBaTh O TOM, YTO, KAK MPABUIIO, ABTOHOMHbIE TPAHCIIOPTHBIE CPEICTBA
KOHTPOJUPYIOT (hU3UUecKoe OKPYysKeHNe, PYKOBOICTBYSICh HE TOJBKO TAaHHBIMU
BOCIIPMHUMAIOIIETO YCTPOICTBA. BOMBIIMHCTBO aBTOHOMHBIX CUCTEM IT0JIy4aeT
nH(OPMAIIIIO U3 HECKOJIBKUX MCTOUHNKOB, KOTOPBIE MOTYT BKJIIOYATh:

Q suebopmosoie danivie. BOIBITUHCTBO aBTOHOMHBIX TPAHCIIOPTHBIX CPEJCTB
PYKOBOJICTBY€ETCS JAHHBIMHU, TIOJIy4a€MbIMU 13 OJIHOTO WJIK HECKOJbKUX BHE-
GOPTOBBIX IIEHTPATM30BAHHbBIX HCTOYHUKOB'. BHEOOPTOBBIE TaHHBIE BKIIOYAIOT
B ce0s1 CPaBHUTEJIBHO CTAaTHYHYIO0 HH(POPMAIHio (KapThl U CKOPOCTHBIE OIpa-
HUYEHVs! ), [IEHTPAJIM30BaHHO COOMPaeMble ITMHAMUYECKHUE JTaHHbIe (HAIlpIMep,
cBejieHrst 00 MHTEHCHBHOCTH JIOPOKHOTO [IBVIKEHUS ) U TAHHBIE, OTHOCSITIIECST
K KOHKPETHOMY TPAHCIIOPTHOMY cpeZicTBY (Hampumep, ero GPS-koopaunatser).
Bce 11 TUITBI KICTOYHUKOB TAHHBIX Y3K€ UCIIOJIb3YIOTCS B TAKUX ITPUJIOKEHUSIX
nist GPS-nasuranmm, kak Waze, Google Maps u HERE WeGo.

B aipyrux o6acTsIX IpUMEHEHUS MOTYT UCIIOJIb30BaThCs MHbIE BUIbI BHEOOD-
TOBBIX AaHHbIX. Harpumep, B chepe MOPCKUX 1IEPEBO30K HIMPOKO TPUMEHSI-
eTCs ABTOMATHYECKOE OTCJIEKIMBAHIE KOOPAMHAT MOPCKUX CYIOB IO IAHHBIM
asmomamuueckux udenmupuxavuonnovix cucmem (AVIC). C moMoIIpio aTHX
cucteM KopabJiu PeTyJIsipHO TIEPENAIOT B PEKUME PeaTbHOTO BPEMEHU CBOU
naeHTUhUKAINOHHbBIE TaHHbIE U KOOPAMHATDI, YTO TI03BOJISIET OPraHaM MOP-
CKO¥l BJIACTH CJTEINTD 34 UX TEPE/IBIKEHUEM,;

B Takunx OTPaHUYECHHDBIX OKPYKEHUAX, KaK IIPOU3BOJCTBEHHDbIC NJIN KUJIbIE€ ITOMEIICHNI,
AaBTOHOMHDbBIE TPAHCIIOPTHBIE CPEJICTBA NHOI'/Ia PYKOBO/ICTBYIOTCA UCKIIOYUTEIbHO JJaHHbIMU
60pTOBbIX JaTYUKOB.
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Q Jdannvie 6opmosvix damuuros. ABTOHOMHOE TPAHCIOPTHOE CPEACTBO TAKIKe
MOKeT PYKOBOACTBOBAThCS JAaHHBIMU TaKKX OOPTOBBIX JATYMKOB, KAK KaMe-
Pbl, IaTYMKKN PACCTOAHKS, AKCEJIEPOMETPDI U THPOCKOIINYECKIE AaTUNKMU (1151
BBISIBJIEHUS TO3UIIMOHHOTO BPAIlleHNUs). ITU JaHHbIE UTPAIOT PEIIAIOTLYIO0
POJIb B IpegocTaBIeHny nHGOpMaLny 00 M3MEHEHUIX B HEIIOCPECTBEHHOI
GJIM30CTH OT TPAHCIIOPTHOTO CPEACTBA, HATIPUMED, TIPH MoAa4Ye TPEBOKHOTO
CUTHAJIA B PEsKUME PeaibHOTO BPEMEHH MJIN TP KaKUX-JIM00 HEOKUIAHHBIX
COOBITUAX.

B mexoTopsIx caydasx aBTOHOMHOE TPAHCTIOPTHOE CPEACTBO TPUHIMAET PeTITe-
HIe JIUIITh Ha OCHOBE TaHHBIX AaTYNKOB. Hanmpumep, aBTOHOMHOE TPaHCTIOPTHOE
CPEeJICTBO MOKET KOPPEKTUPOBATDH CBOE MTOJIOKEHME Ha JIOPOTe, PYKOBOJICTBYSICh
WCKJIIOUMTEIbHO IAaHHBIMU IaTYMKA, KaK TToKa3aHo Ha puc. 2.2. Takoii ciieHapuii
MOZKET TIPE/ICTABJISITh CYIIECTBEHHYO YIPo3y 6e3011aCHOCTH, TIOCKOJIbKY TeHEPH-
pyeMmas nagopMaIus MoTeHIIMATbHO HEHAIEIKHA.

Kamepa ABTOHOMHOE TPAHCMOPTHOE CPEACTBO
Lindposoe Lindposoe HelipoHHo- Jloruka
306paxeHne n3obpaxeHne ceTeBast 3aKNI4UTENb-

o6paboTka Ho 06paboTKL

KoppekTnposkal

° ® e PYNEBOTO
H H yrpaBeHus
I'Ipe,usapi/lrenbﬂaﬂ I‘IpeoﬁpéaosaHme
obpaboTka BbIXOAHbIX AAHHbIX

Pwuc. 2.2. ABToHOMHOE TPAHCMOPTHOE CPEACTBO MOXET KOPPEKTUPOBATL CBOE NOJI0XKEHNE Ha lopore Ha 0CHOBE
JIaHHbIX KaMepbl

Ha mpakTrke aBTOHOMHBIE TPAHCIIOPTHBIE CPEACTBA OOBIYHO PYKOBOACTBYIOTCS
nHpopMaIue, IoayJyaeMoil U3 HeCKOJTbKUX NCTOYHUKOB JTAHHBIX, U IEHCTBYIOT
¢ HEKOTOPOU mosell mepecTpaxoBku. Ecau 1oposkHbIi 3HaK ocTaHOBKU STOP
Gy/ieT BPeIOHOCHBIM 00pPa30M <«IIPeBpallleH» B pa3peliaoluii IBIKeHne 3HaK
MIPEUMYIIECTBA IBUKEHIST, 9TO BPSI/ I 0OOMaHeT TPAaHCIIOPTHOE CPEJCTBO, KOTO-
POMY TaK:Ke TOCTYITHBI IeHTPATN30BaHHbIe JAaHHBIE O PETYIUPOBAHIH TOPOKHOTO
JIBIDKEHMS (CBEJIEHUS O CKOPOCTHBIX OTPAHUYEHUSIX, TIEPEKPECTKAX U MECTaX,
IJie HYKHO OCTAaHOBUTHCS WJIH YCTYTUTh 10pory ). C GoJIbIieii CTeleHbIo BEeposIT-
HOCTH 3JI0YMBINIJIEHHUKH TIOTTBITAIOTCS <ChITPATh» HA 3TOW OCMOTPUTENbHOCTH
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TPAHCIIOPTHOTO CPEACTBA — HAPUMED, OHM MOTYT Mapaan30BaTh paboTy 10-
POJKHOI CETH, YCesIB I0POTY MHOKECTBOM HEOITACHBIX C BULY HAKJIEEK, ONTIOOYHO
WHTEPIPETUPYEMBIX KaK OTTACHBIE OO HEKTHL.

YcTpoiicTBa € ro10coBbIM ynpaBneHnem

TosocoBoe yrpaBieHue TPeI0CTaBIISET eCTECTBEHHbI GECKOHTAKTHBIN CITOCO6
yIIpaBJIeHUS MHOTUMU aclleKTaMu Hatielt :kusHu. C ero moMoribo MOKHO BbI-
HOJIHATD HIMPOKUI KPYT 3a/1ad — OT YIIPABJICHUS MYJIBTUMEUNHBIMUA YCTPOM-
CTBaMHU ¥ JIOMAIIHEN aBTOMaTU3aI1H /10 TIOMCKA TOBAPOB U COBEPIICHUS TOKYTIOK
B UaTepuete. Takue ycTpoiicTBa ¢ TOJOCOBBIM yIIPaBJIeHUEM, KaK CMapT(OHHI,
IJIAHOIETHI 1 TOJIOCOBBIE MTOMOITHUKY, TIOCTENIeHHO 3aHUMAIOT IIPOYHOE MECTO
B HateM joMe. JIeskarasi B OCHOBE 9THX YCTPOMCTB 06pabOTKa PeUr OCYIIeCTBIIsI-
€TCsI ¢ TIOMOIIBIO TTPOBUHY THIX TexHOmoruit Ha 6aze [THC u oTimyaeTcst BBICOKUM
ypoBHeM TouHocTH. Ha puc. 2.3 nmokaszaHo, Kak MOXKeET BBITJISIZETh IPOCTeHIIas
MOCJTEIOBATETLHOCTD 0OPaBOTKI /IS yCTPOWCTBA € TOJIOCOBBIM YTIPABIEHUEM.

Yem a mory Bam

MOMOYb CErofHs?

m—

O, BUpTYyanbHbI

NOMOLLHMK!

BupTyanbHbI MOMOLLHMK

MoTok unMdpoBbIX
ayAMoaaHHbIX

MoTok uMPpPoBbIX
ayAnNoaaHHbBIX

HelipoHHo-
ceTeBasi
obpaboTka

JNoruka
3aK/I0HUTENIbHO
06paboTku

MpenBaputensHas MpeobpasoBaHue
obpaboTka BbIXOJHbIX A@HHbIX

Puc. 2.3. BuptyanbHblii nomoLyHuK ucnonb3yet MU ans 06paboTkn peueBbix AaHHDIX 1 Bblauu
COOTBETCTBYIOLLIEr0 OTBETA

[ToTok ayiroAaHHBIX MOKET MOCTYTIATh B JIOM 110 KaHAJIAM PAJINo- 1 TeJIeBEIIaHus
WJIY B BUJIE CETEBOr0 KoHTeHTa. HezaMeTHO /1715 110J1b30BaTe I B 3TH ayIMOlaHHbIe
MOZKET ObITh BKJTIOUEH BPEIOHOCHBII KOHTEHT, KOTOPBIiL, K TIPUMEPY, Oy/IeT 1aBaTh
rOJIOCOBOMY ITOMOIITHUKY YKa3aHUEe yBEJUYUTH TPOMKOCTD ITPOUTPHIBAEMOI TIECHMU.
IIpu Bcelt HE3HAYNTETBHOCTH TAKUX JIUITH HEMHOTO Pa3/IpaskaloniuX OTKIOHEHU N
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B paboTe roJI0COBOTO MMOMOIIHUKA OHU TEM He MeHee MOT'YT II00pPBaTh J0Bepre
K HEMY CO CTOPOHBI I0JIb30Bareeil. [IoMOLTHIK, KOTOPBIN BegeT cebs Hempe/-
ckasyemo, OyJIeT pasjpaskaTh MOJIb30BaTe e 1 B KOHEYHOM UTOTE BBI3OBET Yy HUX
OTBpaIIeHue. A eCT yCTPONCTBO YTPATUT IOBEPHE MTOTh30BaTe el B TOMAITHEM
OKPY’KEHUH, eMy Oy/IeT 0O4eHb CJIOKHO 3aCAYKUTh ero cHoBa. [loTeHInaaIbHO
CKPBITBIE KOMaH/IbI MOTYT OKa3aThCsI 1 He CTOJIb 6e300MAHBIMI — HATIPUMED, OHI
MOTYT caMOTIPOU3BOJIbHO oTrpaBuTh CMC uim ciesnath 3aNUCh B CONMATBHON
CeTH, U3BMEHUTh HACTPONKH YCTPOICTBA, BBITIOJHUTH TIEPEXO/T TT0 BPETOHOCHOH
CCBIJIKE MU U3MEHUTh HACTPOIKM JOMAIIHEN CUCTeMbI GE30IaCHOCTH.

Jlist BeITIOIHEHUST (QYHKIIMIT, KOTOPBIM HEOOXOAUM MOBbIIIEHHBIH YPOBEHb
6€e3011aCHOCTH, TOJI0COBbIE TIOMOLTHUKK TPEOYIOT AONOJTHUTENbHBIX Mep Oe301ac-
HOCTH, 4TOOBI HE IOMYCTUTh X CJYYalHOTO MJIN YMBIIIJICHHOTO HEPABUIIBHOTO
ucnoab3oBanus. IIOMOIHUK MOKET CIIPpOCUTh: «Bbl deiicmeumenvio xoture
npruobpecTy aK3eMIuIstp KHUTH “HaeskHocTh HellpoHHBIX ceteii”?» [Tocite aToro
OyIeT OKUAATH MOATBEPIKACHUA OKYIIKI. BbI BPSI/I JIN CKasKeTe «/ia» B HYKHBII
MOMEHT, eCJIM 9Ta MOKYyIIKa He Oblla MHUIMMPOBAHA BaMH, XOTsI TAKOE U HE KC-
KJIIOUEeHO. B TO 5Ke BpeMst eciin eCTh BO3MOKHOCTBD IaTh FOJI0COBOMY TIOMOIITHUKY
BPEIOHOCHYO KOMAHOY, TO TaKKe CYIIECTBYET 1 BOBMOKHOCTD JIaTh €My BPE/IO-
HOCHBIN 0meem, KOHEYHO, TIPH YCJIOBKH, 4TO TI0OIN30CTH He OyIeT HUKOTO, KTO Obl
YCJIBIIIAJ 3AIIPOC HA MOATBEPIKACHIE.

Basxmoit oco6eHHOCTbIO 3€Chb ABJIAETCA TO, YTO BPE€/IOHOCHbIE 06pa3131 He BCerga
LIGfICTBI/ITBJII)HO HAHOCAT Bpe€/l — OHU MOTYT UCIIOJIb30BAaTHCA B PA3BJIEKATEJIbHBIX
IeISIX KaK JOMOJTHUTETbHBIN c1rocob nepeaayv KOMaH/I. C ux IIOMOIIbIO MOJKHO
HE€ TOJIBKO IPUYMHUTD BPE/, HO 1N N3BJIEYb KOMMEPYECKYIO BbIT'O/Y.

[IpencTaBbTe, YTO BBI 3aITaC/IMCh TOITKOPHOM U CEJIM TIEPE]] TeJIEBU30POM, UTO-
65l eme pas mocMoTperh puabM «Cusaue». OHAKO BBl PEIIUIM IIOCMOTPETD
He 0ObIYHYI0 BEPCHIO HTOrO (hUIbMa YKACOB, a BEPCHUIO ¢ «MHTEIPUPOBAHHON
MOAIEP;KKON TOMAITHEN aBTOMATU3AIUN». JTa BEPCUS C PACIIUPEHHON MYJTh-
TUMeIUHHON MOAMEP/KKON COMEPKUT BPEOHOCHBIE ayANOaHHble — CKPBITHIE
cooblieHus s Balllell CUCTeMbI JOMAIIHEll aBTOMATU3aLlH, IPU3BAHHbIE
PaCITIPUTH OIIYIIEHHS OT MPOcMOTpa. Tak, B KaKO-TO MOMEHT B JIOM€ MOKET
I'POMKO XJIOITHYTb JIBEPb, OTKJIIOYUTBCST CBET UJIM, BO3MOJKHO, JIa’ke OTOIJICHHE
(4T0OBI BBI HEMHOTO TIOXOJIOJIE/IH OT ysKaca)...

Yo %, HAa 9TOH cJIeTKa TPEBOXKHOI HOTe TlepeiiieM K cJeyoleli raaBe, TIe pac-
cMoTpenb! ocHoBHBIE TToHATHS [HC.



