Cepus «llikona 6ezonacHocmu 0715 demeli U 83p0C/bIX»

JTio6oBb LLimakoBa

NETU
B UHTEPHETE

NPABWJIA MOBEAEHNA OHNAH
OT CNEULMANNCTA
MO KNBEPBE3OIMACHOCTUN

PocToB-Ha-[loHy

l‘)s HUKC
2026



YIK
BBK
KTK

71

087.5:004.05
32.971.353
746

ar7z1

IIImakoBa, /I1000Bb.

JleT B MHTepHeTe : IpaBuUIa HOBeJEHNSA OHJIANH
oT crenmaaucta no kubepbesomacuoctu / JI060Bb
IImakoBa. — PoctoB H/]l : ®enukc, 2026. — 213 c. —
(IlTxorma 6e30macHOCTH /IS ieTell ¥ B3POCTIBIX).

ISBN 978-5-222-45169-4

Kak o6ecreunTs 6e30macHoCTh pebeHka oHnaiu? [IpaBuna
HOBEJEHNA [/IA IeTell B MHTEPHETE CTPEMUTETbHO MEHAIOTCSA
C pasBUTMEM TEXHOJIOTUII M U306peTaTeTbHOCTH Hefo6poxe-
nareneii. Kakme HacTpoOJKM TaflX€TOB 1 aKKayHTOB B COLiCe-
TAX YyCTAaHOBUTH? YTO MOMOXKeT ybepedb pebeHKa OT OIaCHBIX
OHJIAJIH-YeJUIeHIKell, MHTepHeT-0y/UIMHIa U MOLIEHHUKOB?
Kax MyHUMM3NMpoBaTh HUPpPOBBIE CIENb C TMIHOIN MHPOP-
Marue?

C 3T0it KHUTOJ K1bepOe30macHOCTh Balllell ceMby BBIfET
Ha HOBBIJI ypoBeHb. V3gaHue npefHasHaueHo /I YTEeHM po-
IUTEAMI ¥ 0OCY>KIEeHNS C TeTbMIL.

YK 087.5:004.05
BbK 32.971.353

ISBN 978-5-222-45169-4

© IlImaxkoBa JI., 2025

© Anudanosa C., Ay3aitH 1 WIUTIOCTPALVL
Ha 061oxKe, 2025

© Vbparnmosa A., nmoctpannu, 2025

© Odopmnenne, OO0 «Dennxc», 2025



CoaeprkaHue

[MPeAMCAOBHUE. . ..ottt it 5
BBEAEHME .. it e 7
ABA 1

Kak mbl ocTaBAseM LUPPOBbIE CAABI. . ... ... 13
FAABA 2

CoumanbHasA NHXXEHEPUA: ee MeTOADI

MBAMTA OT HUX o ittt ettt it ieenneeeannns 39
NABA 3

KnbepBoiiHbl — HOBas yrpo3a MUPHOM XU3HU . . . .. 73
N\ABA 4

O 6e3onacHOCTU LUPPOBBIX YCTPONCTB ... 101
NABA 5

Mouyemy Mbl BepeMcs Ha obeLaHus
LUAPAATAHOB B COLLCETAX vt vvvieieininnennnnnn 131



AETW B NHTEPHETE

\ABA 6
YeAAEHAXN, BbI30Bbl, 3aBUCUMOCTU . . ..o vnenn .. 157
\ABA 7
BYAAUHT M NpUHYXAEHME Ha PacCTOAHUN. . ... . ... 189
BaAKAKOUEHUE . .. v it ittt ittt it inieeeneneennns 211
FAY = o= 1 1 o - 212



[TpepncaoBue

51 9acTo CBIIYy OT CBOMX 3HAKOMBIX, YTO OHU BCEpbe3
00€eCIIOKOEeHbI TeM, KaK MHOTO BPEMEHU JIETU MIPOBOJAT B MH-
tepHete. OHM He MOTYT HOPMA/IbHO CIIATh ¥ YYUTHCS, VICIIBI-
THIBAIOT IIEPMAHEHTHBII CTPECC, MAJIO YUTAKOT, TEPSIOT HOKYC
BHVIMAaHVISI, IM HY>KHO IIOCTOSTHHOE OOLieHNe C OH/TaiH-APY3b-
AMu. JleTr ¥ TOAPOCTKM CTAHOBATCA 3aBUCUMbIMU. HO WH-
TEPHET-3aBUCUMOCTD He eUHCTBEHHAsI OMACHOCTD, C KOTOPOIT
CTa/IKMBAIOTCS [IETY B MHTEPHETE.

Camoe ImpocToe, YTO MBI MOXKEM CJIe/IaTh, — OCYXX/ATh CBO-
VIX JI€T€l1 MM IIPOCTO 3aKPbITh I/1a3a Ha IPO6/IEMBL, fyMasi, YTO
He B CHJIAX YTO-/TMO0 M3MEHUTD. Mbl )XUBeM B UPPOBOM MUPE,
rjie 6e3 raJpKeToB HUKAK, HO, KAK MAarucTp 1o MHGOPMaILMOH-
Hoit 6e3omacHocTy (PegepanbHOE TOCYAPCTBEHHOE ABTOHOM-
HOe 00pasoBaTeNbHOE YYPEKEHUe BBICIIETO 0OPa3OBaHMs
«HaimoHanpHbIil MCCIe[OBATeNbCKIIT YHUBEPCUTET “Bpicuras
IIKO/IA 9KOHOMUKN ») U CIENMAIUCT 10 obecredeHno 6e30-
nacHOCTV MHQpOpMaLuy, si peuia pazobparbcs mogpobHee
B TOM, KAKOBBI PeaJIbHble [TOCTIECTBI MCIIONb30BAHMSA Ta[Ke-
TOB HALIVMM eTbMM, KaK HayYUTh MX IPAMOTHO 1 6€30IacHO



AETW B NHTEPHETE

VICTIONIb30BAaTh TaJKEThI, a TAKXXE CTOUT /I UX OTPaHNYIMBATD
B L1 (POBYIO STIOXY.

Be3ycnoBHO, Bce MBI XOTHM, YTOOBI HAIIN [TV OBUIN 3[10-
POBBI 1 B 6e30macHOCTH. MBI IIepeXXyBaeM 3a VX 9MOLIMOHAIb-
HOoe U (pusMUecKoe COCTOSIHME, [a U 3a UX Oy/Aylee B IIIOM.
Ho, k coxaeH11o, HEIOTHOTa COOCTBEHHBIX 3HAHWIT Y CTPaxXy
IPUBOJAT K TOMY, YTO MBI OKa3bIBa€MCs HETOTOBBI PacCKa3aTh
IeTAM O TOM, KaK ycTpoeH ImdpoBoit Mup. VI3-3a aToro pebe-
HOK He IIOHMMaeT, KaK BeCTy ce0s1 ¢ 00MUNKaMu B MHTEPHeTe,
VIV TIOTIA/IaeT Ha KPIOYOK MOIIEHHMKA.

B aToi1 KHUTe He OyfieT HpaBOYYeHMIT, ee Iie/lb — HAITIATHO
TII0Ka3aTh, YTO Oe30MacHoe IOBefieHNe B MHTEpHETe — 3TO He
TOJIPKO JIOIIO/IHUTE/IbHBIN HaBBIK Y peOeHKa, HO 1 JKM3HEHHO
Ba)KHas TaKTHKa.

B sTOi1 KHUTE BBI HalifleTe ICTOPUM, KOTOpble MOTYT CIy-
YUTHCA C KOKABIM. UTO menarh, ecay muuieT He3HaKOMell; KaK
He IIOIACTbCA Ha YIOBKM MOIIEHHMKOB M KaK Ha JIIOfleN feii-
CTBYIOT JeCTPYKTMBHBIE COOOILIeCTBA. ByayT pacKpbITBI TEMBI
TOKCMYHOTO KOHTEHTA, II0MCKA Y OLIeHKM JOCTOBEPHOI MHDOP-
Maiuy. Bel HayunTte cBoero pe6eHKa IpaBUIbHO pearnpoBaTh
Ha COOOIIeHNsI OT HE3HAKOMIIEB ¥ MX IPOCBOBI BCTPETUTHCS
I7e-TO Ha YN MU B 9Y>KO KBapTHUpe.

[l MeHst 6o7blIasi PajjOCTb, YTO BBI Ceifdac YUTaeTe STy

KHUTY. brraropapro Bac 3a gosepue! [JaBajiTe HaUHeM.



BBepeHuUe

BesomnacHbIil NHTEPHET — 3TO He TOIbKO YCTaHOBKA POLU-
TENbCKOTO KOHTPO/A Ha HOyTOyKe. Tema ropasgo o6bemHee
u cnoxxHee. OHa O BBICTPaMBAHUM TaKUX OTHOLIEHMIT C pe-
OEHKOM, PV KOTOPBIX MCIIO/Ib30BaHME TAPKETOB He MpeBpa-
I[aeTcsl B Ipo6IeMy, O TOM, KaK BMeCTe ¢ peOeHKOM IIPOTH-
BOCTOATH KNOEpOY/IINHTY', MHTEPHET-MOILIEHHNYECTBY I KaK
ybepedb HeOKPeIIINiT YM OT OIIACHOTO KOHTEHTA.

MsHe ara Tema 6nu3Kka M MHTepecHa He cimydaitHo. Hau-
HY C TOTO, YTO 5 CIELMA/INCT 110 obecredeHnio 6e30macHoCT
urdopmanuu. A eme s Mama. VI MHe BaXXHO, YTOOBI CHIH POC
B 6€30I1aCHOM Mupe.

VIHTepec HACTONBKO CYJIBHBII, YTO 51 HAIMCA/IA JAHHYIO KHM-
Iy, Ifie pasbypaio MCTOpUM KUOepIpecTyIUIeHNIT B OTHOLIEHNN

' KubepOy/mnHI, HHTEPHeT-TPaB/Is — HaMepeHHbIe OCKOPOIeHNs, YTPO3bI C

IIOMOUIBIO TEXHOJIOTHIA, KaK ITPABIJ/IO B T€UEHYIE IIPOJIO/KMUTENBHOTO TIepy-
ofia BpeMeHM. BripaxkaeTcsl B pacIIpOCTpaHeHNM HTUMHBIX BIfie0, GoTo-
rpaduil U CIUIeTeH, CO3[aHNM CIIelMaabHBIX IPYIII, HOCBAIIECHHBIX TPaB-
JIe KOHKPETHOTO JINIIA; OOMAHBIX KOMMEHTAPISIX I COOOIIEHIIX, B3IOMe
JIMYHOV CTPAHMIIBI ITOIb30BATEIA C 1I€/IbI0 OTPEJAKTPOBATh AKKAyHT TaK,
YTOOBI OUEPHUTD €TI0 X03AMHA. Beerma conpoBoXaaeTcs ICUX0IOINYeCKIM
JaB/IeHNEM.



AETW B NHTEPHETE

meteit. Vicropun HempocTble: cepplie CKMMAeTCs, HO TYT, KaK ro-
BOPUTCS, IPEAYIPEeX/IeH — 3HAYUT BOOPY>KeH.

37ech A Iemoch CBOMM JKM3HEHHBIM OIBITOM, MaTepuana-
MU U peKOMEeHIALVAMM, KOTOPble IIOMOTyT HaAyYNTbCS TPaMOT-
HOMY IIOBE€fIEHNIO B MUHTEPHeTe.

[Tocrne poxpeHus: pebeHKa MOJT MUP PasmeNuics Ha [0 U
nocrne. IIpo>xnBaro 4yBcTBa, KOTOpble HMKOIZA HEe CIIBITHIBATIA
panblite. Tenepsb A 3HaI0, KAKOBO 3TO — TaK CUJIBHO MEPeXN-
BaTb 3a CBOETO peOeHKa.

51 pocna enMHCTBEHHBIM peGEHKOM B CeMbe, B KOTOPOI
TpeOOBaIOCh MOCTYLIaHNe M CAMOCTOATEIBHOCTD B OBITY. OT
MeHs OXKUJIa/IN YCIIeXOB B yuebe, B )KM3HM U IIPOCUIN OCTepe-
raThCsl «IUIOXVIX KOMIIaHMIT» IIOfPOCTKOB. MHe Ka3anoch, 4To
MeHsI TI005T, KOT/ia s Besa cebs Tak, Kak XOTenn OBl POIUTENN.
J xasanock, 4TO He MOOAT, KOIa IOMyYaja IIOXUe OLeHKI.
Y4eba gaBasach MHe C TPYZIOM, U ObIIO OLIYIEHNE, YTO POAI-
TEeNAM TSDKETO MPUHUMATh MOU OMIMOKU. I He MOra MOHATh
MOBefleHVie MaMbl U IIPOCHTIA ee BCTaTbh Ha Moe MecTo. VM BOT
s OKa3ajach Ha MeCTe MaMbl.

Mama popwnace B HeGombiioM ropoake Pecriy6ormmku Ta-
TApCTaH IIATOV IOYKOJI B CEMbE, B TO BpeMA KaK BCE HaJI€A/NNCD,
4YTO popuTcsa ManbumMk. CBoero orua oHa He 3Hanma. OH yMmep,
KOT7Ia el MCIIONIHIIOCH iBa rofia. Ee MaTh, Mos 6abyiika, ogHa
BOCIIMTBIBAJIA MIATEPHIX [ieTell, MHOTo paboTana. Tak Most Mama
MIPOYYBCTBOBAJIA, UTO TAKOE HUIIIETA, ¥ paHO ToB3pocyena. OHa
TPYAWIACh He MOKIAfiasd PyK M MedTana O CO3[aHMU KPEeIKOI
ceMblt. I Majo 3aflyMbIBa/Iach O TOM CJIOKHOM ITyTH, KOTOPBII
IPUIUIOCH eil IIPONTH U3-3a 6ETHOCTY, U II0YeMY 3TOT CTpax
IIOCeNIMJICS B Halleil ceMbe. V TONbKO Teleph S MOHUMAI0, YTO
3a Tpe6OBaTETbPHOCTBI0 MaMbl CKPBIBAJICS CTPaX, a 3a BCIIBI/Ib-
YIBOCTBIO — YCTAJIOCTh.
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BBEAEHUE

Mou popuTeni >XIIU B IOTPAHNYHYIO 31I0XY, OT/IMYNUTE/Ib-
HBIMJ YepTaMy KOTOPOIl ObUIM OYM 3aBUCHMOCTEN, yOUilCTBa,
HPOCTUTYLNUA, Hacuve. JIloan oKasaanch B CUTyaLun 60pbObI
3a BbDKMBaHMe. KTo-To cracancs 6erctBoM (BOMHBI aMuUTpa-
I[UN), KTO-TO MCIIO/Ib30BaJl arpeccuIo i MPOABVDKEHUS IO
COIIMA/IbHOI JIECTHMLIE U YTYUIIeHMs TI0JIOXKEHNS B 00IIecTBe
(pocT xpuMmuHamusanuy, GaHAUTNM3MA, B KOHCTPYKTMBHOM
BUJie — CO37laHue OM3Heca), APyTrye MONABIs/IN IIPUSHAKY JKU3-
HY U «HEe BBICOBBIBA/INCH». B OCHOBHOM B CeMbsIX HeTH ObUin
IIpefioCTaB/IeHbl caMy cebe U POC/N, BOCIUTBIBA/IVICh CAMOCTO-
AarenpHO. Ha yrmijax mponcxopmta TpancopMalusa ZBOPOBLIX
KOMIIaHUII B yIMYHbIE TEPPUTOPUATIbHbIE TPYIIIMPOBKIAL.

Moit mama yMmeeT MHOTOe, OH HMKOIZIA He >Ka/lOBaJICS, U
ceif4ac ToXKe, XOTsI MHOTO paboTaeT. Poxyteny Bcerna Ha cBoeM
IpyMepe IPeNofaBajIy MHE OYeHb MHOTO KI3HEHHDBIX YPOKOB,
KOTOpbIe A ycBOWIA. B TOM 4mcie — Kak BaXHO MMeTb CBOU
yOexieHNsI, OPMEHTHPBI B XXU3HM 1 He CHaBaThCs. TeM Gonee
ceifyac, KOIfila MIUp, B KOTOPOM MBI JKIMBeM, IIPOJjo/KaeT OCTa-
BaTbCsl HECTAOMTbHBIM.

K coxanmenuio, KaX/plil Kpusuc B 00IIecTBe HeM30eXHO
BJIeYeT 3a COOOI POCT MPECTYIIHOCTH, OT KOTOPOIT MOXKEM I10-
CTpajiaTh He TO/IbKO MBI, B3pOC/IbIe, HO U JIeTH.

B 1990 ropmy xommuecTBO 0c060 OIACHBIX NPECTYIIICHNI
B CCCP BpIpocro ¢ 1,2 munmnona o 1,8 MmwiImoHa 1o cpas-
HEHUIO ¢ IpefbiAymuM rogom’. B 2023 ropy B Poccun 3ape-
TUCTPUPOBAIN MaKCUMaabHOE 3a IIOC/IeHNE IBEHAIATh JIeT
YUCTIO TSDKKMX M 0C000 TSDKKMX NPeCTYIUIeHNE. VIX 91c/Io BbI-
pocno Ha 9,7 % 1o cpaBHeHuIo ¢ 2022 rogom. B Teuenne roga

* CormacHo ony6mukoBanHbIM DefiepanpHOi CIy>K60il TOCYAapCTBEHHOI
cratuctuku (Poccratom) faHHbIM, IpefgoctasaeHHbIM MBJT Poccnn.



AETW B NHTEPHETE

B cTpaHe coBepiumyu 6omee 589 ThIC. TAXKKUX U 0COO0 TKKMX
npecrynnenuit. Ilocmenqunii pas Takoe KOIMYECTBO IIPECTY-
wieHuit ¢puxcuposamu B 2011 rogy — tormga ux 6bUIO TIOpsAAKa
608 TICaY’.

B opnoM u3 nHTepBBIO IMaBa MBJ] Poccun Bragmvup Ko-
JIOKO/IBLIEB OTMETIJL, YTO YMCIIO TSDKKMX M 0CO00 TSKKUX IIpe-
crynnenmii B Poccun Beipocrio sa cuer I'T-nipectynnennii u Mo-
HIeHHnYecTBa’.

Poct mpecrymieHnit ¢ UCHOIb30BaHNEM MHPOPMAIVMOH-
HBIX TeXHOJIOTMII OKa3bIBaeT B/IVSAHVE Ha 6€30I1aCHOCTD JieTell,
Bce OOJIblIle JleTell 11 MOPOCTKOB CTAHOBATCS >KePTBAMU IIpe-
CTYIHMKOB. KOro-to «pasBopsAT» C IOMOIIbIO UTPOBBIX IIPH-
JIO>KEHUI, KOTO-TO BTATMBAIOT B IIpecTyNHble cXeMbl. B cumy
BO3pacTa JeTAM ITOKa CTI0KHO IOHATD, KaK/e MOTYT OBITH I10-
CIIe[ICTBUS UX NEeCTBUIN.

Pemrennem faHHOI IPOG/IEMBI M LieIbI0 KHUTY SABIIAETCA
paspaboTKa IMPOCTOro 1 IOHATHOIO CHOCOOA IOMOYb AETAM
OCBOUTDb HaBBIKYM 0€30I1aCHOTO MOBEJEHMA B IHTEPHETE Yepe3
TEeTCKO-POOUTENbCKIE OTHOUIEHN .

OueHb Ba)KHO CO3/]aTh B ceMbe aTMOcdepy noBepus. VIMeH-
HO B3aJIMOIIOHMMaHNe ¥ YMeHNe CIYLIaTh gPYT ApyTa UTPAloT
Ba)KHYIO POJIb B POPMUPOBAHUM Y fAeTell HaBBIKOB O€30IIaCHO-
rO NOBefleHNMs B MHTEpHeTe. [I1 9TOro He HY>KHO IMPOBOJUTD

* KommdecTBO TSDKKUX M 0C000 TSDKKMX IIPeCTYIUICHNIT, 3aperuCTPUPOBaH-

HpIX B oTueTHOM Tnepuopie // EMUCC. TocymapcTBeHHass cTaTMCTHKA. —
URL: https://www.fedstat.ru/indicator/36223; B 2023 rony B Poccun 3apern-
CTPUPOBA/IV PEKOPIHOE YMCIIO TSKKUX VM 0C060 THKKUX IPeCTyIUIeHNMI //
Acumra Daily. — URL: https://daily.afisha.ru/news/83727-v-2023-godu-
v-rossii-zaregistrirovali-rekordnoe-chislo-tyazhkih-i-osobo-tyazhkih-
prestupleniy/

Konokornblie: B PO BHIPOCIIO YMC/IO THKKMX IPECTYIUIEHNMIT U3-3a MOLIEH-
H1KOB ¢ Ykpannbl // TACC. — URL: https://tass.ru/obschestvo/20469015
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BBEAEHUE

KpYIJIble CYTKM C pe6eHKOM, JOCTaTOYHO XOTs OBl Iapy 4acoB
B JIeHb OOIaTbCs M PacCKasblBaThb APYT APYTy pasHbIe BEI.
[ToaToMy Tak Ba)kKHO, YTOOBI CAMU POJUTE/IN VIME/IN IIPEACTaB-
JIeHJe O TOM, KaKlie OIIaCHOCTHU eCTb B MHTEpHeTe, KaK UX U3-
0eXaTh, M COBEPIIEHHO CIIOKOITHO CMOI/IM OTBETUTH Ha TI00ble
BOIIPOCHI pebeHKa. A ec/u Jjake He 3HAIOT, TO CMOIJIY CKa3aTh:
«SI He 3HaI0, MaBall BMeCTe HalijleM OTBET».

VuTepHeT — 3TO Lie/IbIi MUP CO CBOMMI IIPABUIAMI, OIIac-
HOCTAMY, 3aKOHaMI M BO3MOXHOCTAMM. Ilorpyxenmue B uH-
TEPHET CPAaBHMMO C IIyTeUIeCTBMEM B IOABOAHBIN Mup. Kak
M3BECTHO, OK0/1o 70 % TMOBEpPXHOCTN 3eM/IN MOKPBITO BOJOIL.
Bonee Munnmapia Kyoudeckmx KMIOMeTPOB BOJIbI Ha IIaHETe
B MOPIX, pe€Kax M OKeaHaX IO-IIPEXKHEMY ABIAIOTCA IJIOXO U3Y-
YEeHHBIMM, KaK I CyIl[eCTBa, KOTOpble XXUBYT B HUX. Tak 1 ¢ uH-
TepHeTOM. DTO Ge3rpaHNYHbI MUP MHPOPMALINU CO MHOXe-
CTBOM €ro obuTaresei, 3aralok ¥ OIaCHOCTEIL.

[Torpy>xeHre B MMp MHTEpPHETa HaeT BO3MOXKHOCTb 00-
IIATHCA CO 3HAKOMBIMM, BCTYIIAThb B TPYIIBI IIO MHTEPECAM,
HAJITX MHOTO YBJIEKaTeJIbHOTO U IIOJe3HOro s ydebsr. Ho
KpOMe XOPOUIETrO, B BUPTYaJIbHOM MUPE €CTb U IJIOXOE.

IlosBnenne MHTEpHETa YHOPOCTUIO XU3Hb UeTOBEYECTBY,
BKJII0Yas IUIOXVX JIOfIell, KOTOPbIE MCIIONb3YIOT €ro M IIpe-
CTYIUIeHMIL. TeXHONIOTMY I03BOJIAIOT IIPEC/IeOBATh MHOXKECTBO
YKEPTB OJHOBPEMEHHO, 00 BbeANHATHCS B COOOIIeCTBA I YepIIaTh
BCE HOBBIE MIeM, TIPY 3TOM HOPOJ OCTaBasCh Oe3HaKa3aHHBI-
M. [IelicTBUsA B MHTEPHETE MMEIT CBOVICTBO OCTABATbCA TaM
HaBcer/ja B ICXOTHOM BHJe, a HEIIPaBU/IbHOE IIOBENEHE MOXKET
IPVHECTY Bpef He TOJIbKO BaM, HO U BaIllIM O/IM3KMM.

MopsKku 3HaIOT, YTO MOp€ OIacHO, a IITOPM CTpalleH, HO

HE CYUTAIOT 3TO JOCTATOYHBIM OCHOBAaHMEM 1A TOrO, 4TOOBI
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AETW B NHTEPHETE

ocTaBaTbcs Ha Oepery. Tak 1 [ileTu B MHTEepHeTe: Iepef; HIMU
0eCKOHEYHBII TOTOK MH(POPMAIUY, OHU CTOAT Ha Oepery, JIo-
OOIBITCTBYS ¥ CTPEMSACh IOTPY3UThCA B Oe3rpaHMYHBIC BO3-
mokHocTu CeTn.

Yr1oObl BBl He 3aIyTaIMCh B BOJOPOCIAX M He MOIA/IN
B IIACThb aKYJIbl, 51 OyAy PSA/IOM M pacCKaxKy, IZie Bac M BaIluX
meTell MOTYT IOMKUAATh CTIOXKHOCTY, KAaKOTO pOJia OHM MOLYT
OBITb U KaK ¢ HUMM CIPaBUThCA. [l 3alUThI OT Kubepyrpos
HY>KHO M3Y4YUTb TO, C 4eM 6opeMcs. B kHure ectb He0OXOmM-
Mble MHCTPYMEHTBI /I IOHBIX cepdepoB B OKeaHe IHTepHeTa.

IlosToMy mpepyaralo pacCMOTpPeTb HEKOTOpble IpPecTyII-
Hble JesHMS, COBeplIaeMble C JCIOTb30BaHMEM VHTEPHETA,
pa3obpaTbCsl B MeXaHM3Me MX COBEPLIEHMsI U IIOHATD CIIOCOOBI

60pb6bl ¢ Humn. Kak TOBOPUTCH, Bpara Hajjo 3HaTb B JINIIO.
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ECTb JIIOfM, CO3JA0IINe KOMIIbIOTEpHbIe BUPYCBHI, HO €CTb
Apyrue Moay, mocBATUBIINE cebs 6opbbe ¢ HuMu. OHu fe-
JIAIOT BCe, YTOOBI CO3aTeV BUPYCOB He JOOMINCH CBOEI! LIeN.
OpuH u3 takux miofeit — EBrenmit BanentunosBmu Kacnep-
CKMI1, POCCUICKUI IIPOTPAMMUCT, OJVH U3 BEAYLIVX MUPOBBIX
CIIeNMaINCTOB B 00/1acTy MHGOPMALVOHHO 6e30IacHOCTI
U OIVIH 13 OCHOBaTeselt u ocHoBHoII Bragener; AO «Jlaboparo-
pua Kacnepckoro».

Opnaxxzbl ero 20-1eTHUI ChIH ObUT noxuieH. B 2010-x sTo
€710 CTaI0 OJHMM U3 CAMBIX TPOMKMIX IPECTYIJIEHUIA, CBsA3aH-
HBIX C Ooratermymy 6usHecMenamu Poccun. B 2011 rogy mpe-
crynHuky noxutimm Vsana Kacriepckoro u Tpe6oBay BBIKYIT
B pasMepe 3 MJIH eBpo. Kak aTo mpousomno?

ATaky OBIBAIOT pa3HBIX YPOBHEN, OIMH U3 KOTOPBIX — Iie-
7eBoil. MUIIEHBIO 1Ie/1eBOJ aTaKM CTAaHOBUTCA KOHKPETHBIN
4eoBeK. B Takux clyyasx 3moyMbIIIEHHUK 3apaHee TOTOBUT-
Cs1 M ICTIONIb3YeT KOMIUIEKC MHCTPYMEHTOB, KOTOpbI€ IPUMEH -
I0TCA B 3aBUCUMOCTH OT OOCTOATENBCTB.

Jns MoArOTOBKM MOXUIEHNA MPECTYIHUKU UCIOIb30Ba-
mn yHcTpyMeHThl OSINT u onpepenuan pacnopAfoK >KU3HM,
npepgnoutenns VBana Kacnepckoro.

A66pesuarypa OSINT pacumdpossiBaercss kak Open
Source Intelligence — pasBegka IO OTKPBITBIM MCTOYHUKAM,

TO eCTb cOOp 1 aHa/MN3 MHGOPMALY, TIOTYYEHHOI U3 PAa3HBIX
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IAABA 1. KAK Mbl OCTABAAEM LINOPOBbLIE CAEADI

OOLIeOCTYIHBIX MHPOPMAIMOHHBIX UCTOYHUKOB. Ilo cyTwm,
TaKUMM VICTOYHMKAMY MOXKeT OBITb YTO YTOIHO: Ta3eThl Y XKYP-
HaJIbl, TeIeBUJeHNE U PaJiyio, JaHHble, MyOnIuKyeMble 0uIm-
IbHBIMM OPTaHM3aLVAMU, HAay4YHbIe MCCIENOBaHNA M JOK/Ia-
mbl Ha KoHPpepeHmAx®. [maBHoe ommune OSINT or gpyrux
dbopM pasBefKM 3aKIHYAETCA B TOM, YTO MCIIOIb3YIOTCA MC-
K/IIOYMTE/NbHO JIETa/IbHO JOCTYIIHbIE JaHHbIE.

B maHHOM ciy4yae IpecTyNHUKYU cOOMpam MHGOPMALNIO
B COLMAJIbHBIX CeTAX. B cBoem Omore Eprenmit Kacmepckmit
HaNNCaJI, YTO OHM VICTIONIb30BAJIN OTKPBIThIE JAHHbIE U3 COLM-
a/IbHBIX ceTell, B ToM unciie u3 «BKoHTakTe», re VBan ykasan
«boree yeM JOCTATOYHO fIeTaslell, YTOOBI IIOHATD, I/ie U KOT/a OH
OBIBaeT, ero MpeAnoYTe N, M CIVIAHNPOBATD IIPECTYIICHUE»".

OpHuM U3 APKKUX NPUMEPOB TOTO, YTO OTKPBITBIE UCTOU-
HMKM MOTYT 00ecIednTb BCeil HeoOXxopmmoit mHpopMaryei
U JaTh OTBETHI IPAKTUYECKM Ha BCe BOIPOCHI, €C/IM BeCTU pa-
60Ty C HMMU JIOCTATOYHO TIpodeccuoHanbHoO, cTan Vembckuii
ordeT. B HeM Obla MpoM3Be/leHa OlLlEHKA ITOTEHI[MaMa apMuu
CIIIA Ha OCHOBE OTKPBITBIX UCTOYHIKOB'.

E1e opyn nprMevaTenbHbIi caydait, Korga B 1985 rogy co-
TpyaHuK LIPY Bcero b 1o ogHoit potorpaduu us xypHana

> Cmenanos M. O. Bornbute, gem mpocro nrdopmarms. Cuma OSINT B co-

BpPEeMEHHOM o61iecTBe // AKTya/bHbIe IPOOIeMBl HayKu 11 00pa3oBaHus B

YC/IOBUSIX COBPeMEeHHBIX BbI30BOB. C6. MaT-710B XX VIIII MesxnyHap. Hay4-

HO-1pakT. Koud. — CII6, 2024 [Onexrponuslit pecypc]. — URL: https://

www.elibrary.ru/item.asp?id=65602901

Esrennmit Kacmepckmit 3asBuI 0 (GM3MYeCKOl OMACHOCTH colceTeit //

CNews URL: https://safe.cnews.ru/news/top/evgenij_kasperskij_zayavil_o

fizicheskoj

7 TlpuknajiHble acIeKTbl Hay4YHOI JeATeTbHOCTH B 001acT 0OOpPOHBI 1
6esomacHOCTI rocygapcTsa. Tes. Toka. MexXayHap. BOGHHO-Hayd. KOH(.
(12 uronst 2019 r.). — MuHck, 2019 [dnexrponHsii pecypc]. — URL:
http://niivs.mil.by/info/obiavl/2019/C6opu1K%20Te3ucoB.pdf
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AETW B NHTEPHETE

«Oronek» CMOT BOCCTAaHOBUTDb IIPUHIUINAIBHYIO CXeMY 971eK-
TpocHabXeHNA Bcero Ypana®. Brieuarsiset, cornacHbI?

OSINT Havan GpopMMPpOBATbCS KaK AUCLUITIMHA BO BpeMe-
Ha XOJIO[JHOI BOJHBI, KOIA JOCTYI K OTKPBITHIM MCTOYHMKAM
nH(pOpMaLMU CTal BaXHBIM 97€EMEHTOM pa3BeJbIBaTeIbHO
IeATEeNbHOCTI.

C pasBUTHEM MHTEPHETA U TEXHOIOIMII 00'beM JOCTYIHBIX
OTKPBITHIX AHHBIX 3HAUUTENbHO YBEIMYMIICH, YTO PacIIMPUIO
BO3MOXKHOCTHI UX IpuMeHeHus. Ceifdac Bce dallle Takasl pas-
BeJIKa IPeICTaB/IAeT co00it cOOp 1 aHa/MN3 MHPOPMALINY, OITy-
61mKoBaHHOI B MHTepHeTe. OCOOEHHO LIEHHBIMYU MHCTPYMEH-
tamn A noucka OSINT 3a mocnegHue fecATb-NATHAALATD
JIeT CTa/IU pa3HOOOpa3Hble MeCTa ITyOIMYHOTO OOIIeHNA: YaThl,
(bopyMbI, conManbHbIe CETU U MECCEH/KEPHI.

B mpouecce c6opa mHPOpMaLUY B MHTEPHETE 37I0YMBIII-
JICHHUKY TIOHOOHBI KIafjoMcKaTenAM. I ocyliecTBiIeHns
CBONX KOPBICTHBIX IUTAHOB OHM HOOBIBAIOT IleHHOe — MH(MOP-
MalMIO O IMYHOCTH Ye/lTOBeKa.

He 6b1BaeT BYX aOCOMIOTHO OffTHAKOBBIX JIIOJIET, KaXK/IbIil
o6afaeT CBOMMM YHUKAJIbHBIMU YePTaMIU U KadyeCTBaMMU, KO-
TOpBIE [Ie/IAI0T €r0 OT/IMYHBIM OT APYruX. CYHAYK C TAKMMH CO-
KPOBHUIIAMM €CTb Y KaXK/IOTO YeloBeKa, ¥ HAKAIIMBAIOTCA OHU
HOCTOSIHHO. YHUKATbHOCTD 4€/I0BE4eCKO IMYHOCTY IIPOAB/IA-
eTCSl BO MHOTUX aCIIeKTaX, TaKMX KaK TeHeTUKa, PusndecKue
XapaKTePUCTUKY, VHTe/UIEKTya/IbHble CIIOCOOHOCTY, 3MOLNO-
HaJIbHbIe 0COOEHHOCTH, LIEHHOCTI, MHTEPEChI, TAJTAHTBL.

Yro ke MOXXHO y3HaTb IIO BBUIOXKEHHBIM (POTO M BUJEO
B UHTepHeTe?

8 Vcropust onHoit doTorpaduu // Myseit sueprernku Ypama. — URL: https://
musen.ru/blog/puzzling/
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IAABA 1. KAK Mbl OCTABAAEM LINOPOBbLIE CAEADI

Ousnyeckne gaHHbIe. Bo3pact, Mo, IBET KOXIU, TeM6p
rojoca.

BuemrHocTb. llBeT 171a3, medekThl BHENIHOCTH, OCOOBIE
IpUMeTBHI (LIIpaMBbl, POAVHKI, TATY).

3poposbe. Hocut mu 04k, 30poBbIe /1 3y6bl, TUII TEI0C-
JIOXKEHMSL.

Opexpa. JTrobuMble OpeHIbI, 11BETA, CTUIb.

Oxpyxenne. lHpopmanusa o xeHe/My>Xe, HETAX, [PY3bAX,
KOJIIETax, Ia’Ke O JOMAIIHVX )KMBOTHBIX.

HJocraTok. Mapka 1 MozieZlb aBTOMOOWIIA, KaKas eCTb He-
IBVDKVMMOCTD, KaKye HOCUT Yachl, MICIIOIb3YeT FaflKeThl.

ITpusbruku. Kypenme, 3aHATHS CIHOPTOM, CKIOHHOCTD
K aJIKOTOJIIO.

Mecra nocemenus. [JoMaliHuii agpec, afgpec paboTsl, HO-
Mep IIKO/IbI IeTell, TI0OMMBble TeaTpbl, OTe/IN, TOProBble LIeH-
TPBI, CIIOPTUBHBIE 3aJIbI, PECTOPAHBIL.

Y10 MOXKHO Y3HATh IO IPOQUIIO B COLICETSX, TOCTAM, KOM-
MEHTapUsAM, PEIIOCTaM, CIUCKaM JIpy3eit?

VineHTndnKaTOphI: MMeHa, IPO3BUILA, HUKY, TOTVHBL.

basoBasa mHdopMamyA: BO3pacT, MO/, HALMOHATBHOCTD,
POMHOI A3BIK.

MecTo >KMTENBCTBA: CTPaHA, TOPOJ, JOMALIHMII ajpec,
BO3MOXXHbIE COCEJIIL.

CeMbsI: CeMeITHbII CTATYC, KTO CYIPYTH, AETH, POSUTENN,
0/1113K1Ie pOICTBEHHUKIA

Pa6ota: cTaTyc, KOMIIaHUsA, JO/DKHOCTD, KOJIETH, IIPOLI-
JIble MeCTa paboThl.

O6pasoBaHue: ypoBeHb 00pa3oBaHIs, MeCTa y4eOsl, mpe-
II0/JaBaTe/N, OFHOK/IACCHUKIA.

Jpysba: nydive [py3bs, APY3bs, IPUATEN, KOTUIETH.
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AETW B NHTEPHETE

X060 11 MHTepechl: yBIeYeHN s, CeTeBble MHTEPeChI, JII0-
OuMble KHUTY/(UIbMBI/MY3BbIKa, I0€3[KY, IIyTEIIeCTBNUA, pa3-
BJIEYEHNS.

Bsrnagbr u yOexxpgeHUsA: penUruosHble, NOMUTIYECKNEe
B3IIAAbI (Ha OCHOBE JIalIKOB/OU3/IAMIKOB), MHEHUSI, CKIIOHHO-
CTH, IPUBBIYKY, CIIOCOOHOCT.

AKTHBHOCTb: BpeMsI HaXOXX/IeHN: B IHTEPHeTe.

O6pa3oBaHHOCTb: IPAMOTHOCTD, CTIOKHOCTD PEYIL.

YIpaBisgeMocTb: BOCIPUMMYUBOCTb K (peiikaM, CKIOH-
HOCTb KJIMKaTb KEJIThl€ 3arO/I0BKM, yYaCTBOBATb B MAaCCOBBIX
YeJUIeH/IKax.

[IpemocTaBneHre W3OBITOYHON /IMYHON WHPOPMALUN
Ha3bIBAIOT oséepuiepurzom. B 2023 ropy, cormacHo mccneno-
BaHMIO «J/IabopaTopunu Kacrepckoro», modTu Ka>kablii MATHIN
OIIPOILIEHHBII pe6eHOK coXaslen O MyOIMKalsX, pasMeleH-
HBIX paHee B MHTepHeTe. DTM My6aMKanmum Kacamich MHQop-
Maluy JIMYHOTO XapaKTepa KaK O caMUX JeTsAX, TaK U O Jpy-
IUX JTOAX .

JIrozieit pery/iIApHO MpefyHpeXAI0T O HEOOXOUMOCTH Clle-
IONUTDb 32 TeM, YTO BBIKJIAZIbIBAIOT B MHTepHeTe. Ho momu mpo-
IOJDKAIOT MyO/IMKOBATh caMble pasHble CBefleHns (afpeca mpo-
JKVBaHMS, JaThl POXK/IEHNUs, HOMepa TeeOHOB, afpeca LIKOJ
U T€0JIOKALINM, A TAKXKe [IPyTHe CBeleHNs, HallpyMep MeCTO pa-
00TbI popuTeneli ¥ X HoMepa TeneOoHOB, MMYHble GoTorpa-
buy ¥ ICTOPYM 13 )KM3HM), KOTOPBIMMY IIO/Ib3YIOTCS 3/I0YMBIIII-
neHHuKN. Ho BbI Mo)KeTe OTBETCTBEHHO OTHECTUCH K TOMY,
KaKy0 MH(QOPMAIIIO BHIK/IA/IBIBATD B COLICETAX M MUHVMMU3M-
POBAThb PUCK OKA3aThbCA B UNMC/Ie 0OMaHYThIX B MHTEPHETE.

° Kaxublil nsTbil peGeHOK jKajleeT O CBOMX IyONMKauusax B MHTepHeTe //
SecurityLab.ru. — URL: https://www.securitylab.ru/news/548471.php
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OpnHa Morofiasi fieByLIKa YMYAPWUIAch BBIMIPATh JIEHLIU
U TYT 5Ke MOTepsATh cBoit mpus. OHa BbUIOKMIA GOTO B COII-
CeTb, He TIOyMaB O TOM, YTO B Ka/jp IIOIA/I IITPUXKOH, IT03BO-
AL 10 HeMy monyuuTh fenbru. Korma depes 15 MuHyT
OHa IOIIBITA/IACh 3a0paTh CBOJ IPU3, 0Ka3a/I0Ch, YTO KTO-TO U3
ee «Ipy3eri» ero y>xe momydmn'.

Kpowme storo, Bce 4aire nHbOpManus B MHTEPHETE BIIVsET
Ha Oynyiee mereit. Hekoropsle paboTomareny i mpreMHbIe
KOMYICCUY YHUBEPCUTETOB 00PAIAIOTCA K IPOPUIAM B COLICe-
TSIX, YTOOBI IPUHSATH OKOHYATEeJIbHOE pellleH)e B OTHOLIEHNN
abMTYpUEHTOB VI KaHAMAATOB Ha JJODKHOCTb.

Hanpumep, ofHa BBITYCKHMI[A LIKOJbI ONyO/NMKOBaaa B
COLICETSX HEeNpUATHbIE KOMMEHTAPNUH I10 TIOBOAY KaH/VATOB
Ha IIOCTYIUIeHMe B yHUBepcutet. ITocte TOro kak B y4eOHOM
3aBeleHNM IIPOYWIN ee KOMMEHTApU, IeBOUKe OTKA3a/In B I10-
CTYIUICHVN.

Eue B KadecTBe MpuMepa MO>KHO IIPUBECTY UCC/IEOBAHIE,
nposefeHHoe Maiikinom Kaccuucku n Jasupom Crusesiom
B KeMOpumKckoM yHUBepcuTeTe, B pesyibraTe KOTOPOro Ha
OCHOBAHUMN JIAJIKOB B COLICETH B 73 % CIIy4aeB MOXKHO IIpa-
BI/IBHO OIIPENe/INTh, KypUT denoBek mnu Het'!. [IpencraBum,
YTO OpraHM3aLysi IpK MpueMe Ha paboTy COTPYAHUKOB OyzeT
IIPOBOANUTSD ITOOOHBIN aHA/IN3 JAHHBIX, @ 9TO BIIOJIHE PeasbHO.
[laHHBIE MOTYT OBITH VICIIO/IB30BAaHBI HEIIPABM/IBHO, BOIIPEKN
VHTEpeCcaM CaMiX CyO'beKTOB JaHHBIX.

B xoze mpyroro uccnefoBaHusa ObUIO JOKA3aHO, YTO LIAHCHI

IIOTy4NTDb pa60Ty YBEINYINBAJINCD, €C/IN B COLICETAX KaHAMAAT

' ABcTpasmiiKa oTepsijia BLIUTPLILI, BHIIOKNUB B CeTb celipu ¢ MpU30BBIM
yexoM // Bectn.py. — URL: https://www.vesti.ru/article/1739047

" Kak naum “Like” moryt Bbijarh Haum cekpersl // Jlaiidxakep. — URL:
https://lifehacker.ru/like-secrets/
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AHOBOBb LUMAKOBA

AETU B NUHTEPHETE
MPABUAA MOBEAEHWUA OHAAIH
OT CNELMAAUCTA MO KUBEPBE3OMNACHOCTHU

OTBeTCTBEHHBIN pPeaKTOP I0. Illesuenko
Brimyckaromuii pefaktop I’ Jlozeunosa
TexHuveckuit pegakTop T. Tkauyx
XymoXXHUK A. Hbpazumosa

[letu B uHTepHeTe. MpaBuaa NoBeaeHUA OHNANH OT cneumanncta no KubepbesonacHocTu.
dopmar: 84x108/32. Tupask 2 500 3K3. 3aKa3 Ne

W3patenb v nsrotosutesnb: 000 «deHuKke». HOp. n ¢pakT. agpec: 344011, Poccusn, PocToBckas 0611.,
r. Poctos-Ha-[loHy, yn. Bapponomeesa, 4. 150. Ten./dakc: (863) 261-89-65, 261-89-50.
W3rotoeneHo B Poccuu. [lata nsrotoneHuna: 01.2026. Cpok rogHOCTU He OrpaHuyeH.

OrtneyataHo 8 AO «TATMEANA» dununan «Monurpaduuecko-usgatensckuii komnnekce «Maen-
Mpecc»». KOpuamnyeckuin agpec: 420097, Poccus, Pecnybnnka TatapctaH, r. KasaHb,

yn. Akagemnyeckas, 4. 2.

dakTnueckunii agpec: 420066, Poccus, Pecnybavka TaTapcTaH, r. KasaHb, yn. [lekabpuctos, 4. 2.
WHTepHertTeri 6ananap. Kubepkayincisgik xeHiHaeri MamaHHaH OH1aliH TapTibiHiH, epexxenepi.
dopmartbl: 84x108/32. Tapasbimbl 2 500. Tancbipbic No

Bacnarep »aHe gavibiHAaywbl: «PeHnke» KLLUK. 3aHabl )aHe HaKTbl MeKeHKalbl: 344011, Peceld,
PocToB 061., [loHaaFbl PocToB K., Bapdonomees k-ci, 150 yid.

Ten./dakc: (863) 261-89-65, 261-89-50.

Peceipe pavibiHganfaH. [anbiHganfan KyHi: 01.2026. *Kapamapiibik, Mep3imMi LWeKTenmereH.
Bacbingpl « TATMEOWA» AK. «Upen-Mpecc» nonurpadusibik-6acna KeweHi» duamansl.
OpHanackaH epi: 420097, Peceii, TatapcTaH Pecnybaukacsl, KasaH K., Akagemuueckas K-ci, 2 yit.
HakTbl mekeHxKalibl: 420066, Peceit, TatapctaH Pecnybimnkacsl, KasaH K.,

[ekabpucTbl K-ci, 2 Fumapar.

[A3eui § IHTapH3Le. MpaBinbl NnaBoA3iH OHNaMH ag cneuplianicta na kKibepbacneupl.

dapmart: 84x108/32. Toipax 2 500. 3aka3 Ne

BblaaBel, i BbiTBopLa: TAA «®enuker. KOp. i dpakT. agpac: 344011, Pacis, Pactoyckas Boba.,

r. Pactoy-Ha-[loHe, By/. Bapdanameesa, 4. 150. Tan./dpakc: (863) 261-89-65, 261-89-50.
BblpabneHa y Pacii. [lata Bbipaby: 01.2026. TapmiH NpblaaTHacLi He abmekaBaHbl.

HagpykasaHa y AT « TATMEAWA» ®inisn «ManirpadiyHa-sbiaaseuki komnnekce «Maen-Mpecc»».
HOpblabluHbl agpac: 420097, Pacisi, Pacnybnika TatapcraH, r. KasaHb, Byn. AKagamiuHas, 4. 2.
dakTbl4HbI agpac: 420066, Pacis, Pacny6aika TatapctaH, r. KasaHb, Byn. [j3ekabpbictay, 4. 2.
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MbI npeanaraem cTabusbHbIN [0X0M4,
OT peasin3aumn KHUI HaLLEero U3gaTenbCcTaa.

344011, Poccus, PoctoBckas 06.,
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(863) 261-89-53
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